
Exploring scientific security 
considerations in the age of AI

Drew Paine, pained@lbl.gov 

Dhwanit Pandya, dhpandya@iu.edu 

Trusted CI's Secure Use of AI Team

January 13, 2026 — CI Compass
Virtual Workshop - AI Meets CI: Intelligent Infrastructure for Major & Midscale Facilities 

1

mailto:pained@lbl.gov
mailto:dhpandya@iu.edu


Our mission: Trusted CI enables trustworthy NSF 
science by partnering with cyberinfrastructure (CI) 
operators to build and maintain effective cybersecurity 
programs, publishing resources that are valuable to the 
broader NSF community, and supporting the processes, 
tools, and knowledge to secure NSF research progress.

Trusted CI:
The NSF Cybersecurity Center of Excellence

https://trustedci.org/
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Rapidly Evolving Research Landscape
AI is entering research infrastructure, practices, and policies quickly

Agentic infrastructure for 
autonomous research activities

Shifting scientific software 
development practices
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Federal initiatives, guidance, & 
policies are evolving



Rapidly Evolving AI Threat Landscape

Results in fundamental challenge for research cyberinfrastructure organizations!
Changing and emergent behaviors from combinations of 

AI systems + cyberinfrastructure + scientific methods 
will necessitate adjusting & enhancing security practices for research
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AI is entering research environments faster than security practices & policies

Check out the AI, Security, & Research 
panel at 2025 NSF Cyber Security Summit

Google Deepmind 
emphasizes shifting 
risks with frontier AI 
models

https://arxiv.org/pdf/2503.11917 

https://arxiv.org/pdf/2503.11917


Industry & Government Are Advancing AI 
Security Frameworks

2025

2023
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2021

Do these frameworks effectively support cyberinfrastructure operators needs?



Trusted CI’s Secure Use of AI Effort
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New effort for 2026: Investigating support the community needs at the intersection of 
AI + cybersecurity for research cyberinfrastructure security.

Team is currently planning activities:
● Reviewing industry efforts & best practices
● Engaging with stakeholder communities 1-1 

& at events
● Synthesizing needs & practices into 

practical guidance
● Identifying where to expand support in 

future efforts

We are eager to talk, please reach out if you 
have topics you would like us to examine!

● Primary focus on Secure use of AI 
in research processes & systems:
○ Resource procurement 
○ Software development
○ AI-driven cyber-physical 

systems
● Secondary focus

○ Security of data for AI
○ Security processes using AI



Initial Literature Review Themes
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3
Research Adoption 

Challenges

AI adoption and security 
challenges in research 

environments.

Reflects day-to-day 
constraints, trade-offs, and 

practical risks.

1
Governmental Context

Governance and policy 
frameworks that define 

expectations and accountability.

Sets the baseline for how AI 
systems should be developed and 

used in research environments.

2
Industry Efforts

Industry creating systems that 
support innovation while 

addressing the evolving threat 
landscape.

Focuses on building secure, 
scalable AI capabilities.



Theme 1: Governmental Context
● NSF AI Strategy Plan introduced to comply with OMB M-25-21

○ Facilities are likely to end up needing to consider the 
impacts of this strategy on their cybersecurity programs

○ 4 AI Strategic Pillars
● Positions AI as a force multiplier to improve efficiency, enhance 

decision quality, and maximize mission impact.
● Emphasis on having a Risk Management Framework to follow
● Current challenges of AI adoption for federal government: 

○ Handling sensitive data             Trustworthy AI systems
○ Accountability, upfront costs                     Phased Adoption, 

SBOM

Recommendation

Recommendation
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Example: Supply Chain & 
Procurement

● OMB M-25-22 outlines some 
guidelines on vendor 
procurement of AI systems:
○ Identification of 

requirements
○ Market research & Vendor 

evaluation
○ Provisions for protection 

against vendor lock-in
○ Define benchmarks and 

ensure AI systems meet them
○ Periodic evaluation
○ Clear contract closeout terms 



Theme 2: Industry Efforts

Solutions03
● Digital twins, a proven solution for resource-constraint Industrial Control 

Systems (ICS) can be used to assess real-world performance with iterative 
improvement.

● Tech experts emphasize running AI locally to ensure data privacy and 
transparency especially in high regulated fields like healthcare.

Efforts Taken02
● NVIDIA & Microsoft collaborated on a real-time defense solution to counter 

AI-driven cyber attacks, delivering 160x faster performance and achieving a 95% 
detection accuracy.

● Varied frameworks (see earlier slide)

Current Threat 
Landscape01

● A study reveals one of the most concerning findings i.e. Role-playing (as a 
researcher) and using softer language was the most effective technique to bypass 
commercial LLMs safety guardrails.

● One interesting risk we came across was “Slopsquatting” which an AI-driven 
supply-chain risk where LLMs hallucinate package names that actually do not 
exist or are not reliable/verified

● Anthropic’s Threat Intel asserts that AI has reached a point where a system can 
autonomously execute 80-90% of an attack with minimal human intervention.
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Example: LLMs and Prompt Injection
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Direct Indirect

Examples:



Theme 3: Research Adoption Challenges

Adoption
● There is something different about AI, 

the typical tech diffusion lifecycle 

(Invention → Innovation → Diffusion 

→ Adaptation) appears inverted for AI, 

where consumer adoption preceded 

corporate and institutional policy.

1

Challenges
● Researchers report that they have been 

using AI for building applications and 

writing code, significantly improving their 

productivity. Additionally, they also 

acknowledge persistent limitations, 

including hallucination, data privacy, and 

ethical concerns.
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Innovation
● CurateGPT which is an LLM-based, 

multi-agent biocuration framework 

designed to ensure research data is FAIR, 

trustworthy, and sustainable.

● Huge potential in strategically extending 
this framework, allowing users to define 

specific, custom use cases that are best 

suited to data, resources and requirements 

of the research.

3
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The entire Trusted CI Team across seven institutions
Our collaborators and partners, including RRCoP, CI-Compass and MS-CC
The U.S. National Science Foundation

Thank you 

This material is based upon activities supported by the National Science Foundation under Interagency 
Agreement #A2407-049-089-064206.0. Any opinions, findings, and conclusions or recommendations expressed 
are those of the author(s) and do not necessarily reflect the views of the National Science Foundation.
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Have suggestions or questions our Secure Use of 
AI team should investigate?

Please reach out via our contact form or email (reference AI)
https://www.trustedci.org/contact-1 
info@trustedci.org

https://www.trustedci.org/contact-1
mailto:info@trustedci.org
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